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14 November 2025 

Mālō e lelei

RESPONSE TO AN OFFICIAL INFORMATION ACT REQUEST (REF: DOIA016-2025/26) 

On 16 October 2025, you contacted the Ministry for Pacific Peoples (the Ministry) requesting 

under the Official Information Act 1982 (OIA), information related to the use of Approved Artificial 

Intelligence Tools. I have outlined your specific request and my responses below. 

This is a request made under the Official Information Act 1982. To better understand the 

government's use of artificial intelligence (AI), I request the following information: 

1. A list of all AI tools that are currently approved for use by staff at your agency.

The AI tools currently approved for use by Ministry staff is Microsoft (MS) Copilot – specifically 

MS Copilot Edge and MS Copilot Teams. 

2. Any documentation outlining the conditions, guidelines, or policies attached to the approval

and use of these tools.

I have appended to this letter a copy of the Ministry’s guideline titled "Use of Generative Artificial 

Intelligence (GenAI) Tools”. Refer to Appendix One. 

3. For each approved tool that is not free to use, please provide the number of paid licenses or

subscriptions the agency currently holds. I confirm that I do not require any commercially

sensitive information (e.g. licence costs), merely the number of authorised users.

The Ministry’s MS Copilot tooling is provided as part of the Ministry’s MS 365 Enterprise E5 

subscription. We have 110 E5 licences.  

s9(2)(a)
s9(2)(a)
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4. Copies of all completed Cloud Risk Assessments and Privacy Impact Assessments (or 

equivalent documents) for each of the approved AI tools. If any part of this request is declined, 

please provide the specific grounds for refusal under the Act. I would prefer to receive this 

information in a machine-readable electronic format. Thank you for your assistance. 

 

I have appended to this letter a copy of the Ministry’s completed Cloud Risk Assessment. Refer 

to Appendix Two. 

 

With regard to copies of Privacy Impact Assessments, no such assessments have been 

completed. Therefore, I am refusing this part of your request under section 18(e) of the OIA, as 

the information you have requested does not exist. 

 

In line with standard OIA practice, the Ministry proactively publishes some of its responses to OIA 

requests. As such, this letter may be published on the Ministry for Pacific Peoples’ website. Your 

personal details will be removed, and the Ministry will not publish any information that would 

identify you or your organisation.  

 

Should you wish to discuss this response with us, please feel free to contact the Ministry at: 

oia requests@mpp.govt.nz.    

 

If you are dissatisfied with this response, you have the right, under section 28(3) of the OIA, to 

seek an investigation and review by the Ombudsman. Information about how to make a complaint 

is available at www.ombudsman.parliament.nz or freephone 0800 802 602. 

 

 

Mālō 'aupito 

 

 

 

 

 

Danilo Coelho de Almeida 

Deputy Secretary 

Corporate & Support Services 
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1. Introduction 

This document sets out MPP’s expectations on the responsible use of Generative Artificial 
Intelligence (GenAI) at MPP.  

MPP has undertaken an IT Security Assessment of Microsoft’s Co-pilot GenAI tool.   

MPP’S CURRENT POSITION IS:  

• Co-pilot has been approved as MPP’s enterprise GenAI tool; 

• MPP staff can use Co-pilot in accordance with the Guidance Principles below; 

• Use of any other GenAI tool is not permitted without an IT Security Assessment and 

approval from MPP’s Chief Security Officer, Chief Information Security Officer and Chief 

Privacy Officer; and 

• Personal or sensitive information must not be inputted into Co-Pilot AI tool. 

. 

2. Guidance Principles 

  

Don’t use Co-pilot 
for any MPP data 
classified as 
SENSITIVE or 
above 

The risks for security and potential impacts if Government SENSITIVE or 

above datasets were to be compromised could be extremely serious.  Do not 

input these types of datasets into Co-pilot. 

Don’t input 
personal 
information into 
Co-Pilot 

In situations where it isn’t possible to use non-personal information, a Privacy 
Impact Assessment must be conducted, all potential risks must be identified 
and addressed, and the Assessment must be approved by MPP’s Chief 
Privacy Officer.  

Don’t use any other 
GenAI tool 

This could create a risk of technologies being used in ways that could result 
in privacy or security breaches or disrupt the organisation’s current and 
approved technology environment. If staff require use of an AI tool other than 
Co-pilot, an IT Security Assessment must be conducted, and approval of the 
tool must be provided by MPP’s Chief Security Officer, Chief Information 
Security Officer and Chief Privacy Office. A Privacy Impact Assessment may 
also need to be conducted if the tool is intended to be used to input personal 
information. 

Don’t input any 
information into 
Co-Pilot that would 
be withheld under 
the Official 
Information Act 

The risks for the integrity of the public service and potential impacts if 
redacted information were to be accessed and or inappropriately used could 
be extremely damaging for public trust and confidence.  

Don’t use Co-pilot 
for Ministry 
decision-making 
processes. 

MPP is required to understand its own decision-making processes and to be 

able to explain those decisions when questioned to do so.  Using GenAI for 

essential systems and services uses AI algorithms which are extremely 

complex to understand and very difficult to explain how the output was 

reached. 
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3. Why do we need a GenAI Guide? 

• GenAI, when used appropriately, can improve services provided by organisations and 

Government agencies.  GenAI is currently being integrated into cloud, security and other 

services around the world and so is no longer something organisations can or necessarily 

should avoid using.  

• However, New Zealanders have concerns about the use of AI, and they have expectations 

that any use of it by Government agencies will be done so carefully, ethically and securely. 

• This guidance is intended to support staff at MPP to understand the benefits and risks and 

to be aware of the Ministry’s expectations regarding the proper use of the approved GenAI 

tool, Co-pilot. 

4. Benefits of GenAI 

• AI assists with mechanical and tedious tasks (i.e. counting or data matching) that people 
might not want to or be able to do.  Those tasks are likely better suited to automation such 
as offered by AI tools.  

• AI can save time.  GenAI can be used to create a first draft of documents, but the GenAI 
outcomes are limited in their ability to create new critical content, and any output requires 
careful review.  

• By using algorithms AI can detect patterns in large volumes of data and can interpret their 
meaning.  Analytics created by AI in this way can use and access more data, are more 
detailed, and the models improve over time. 

5. Risks of GenAI 

• As AI models are created off training data which is often publicly sourced or sourced from 
the input of others using the AI tool, information specific to minority groups may not be well 
represented in the data drawn from the AI tool and results can be discriminatory or unfair.  

• Inputting personal or sensitive information into the AI model without consent or authority 
may lead to a privacy and / or security breach by the organisation. 

• Hackers may manipulate AI models to facilitate cyber-attacks. AI tools can be used to 
impersonate real people, create fake identities and to assist with online hacking and 
phishing scams. 

• Some AI tools can leak sensitive information that increases security risks. AI models have 
been known to suggest real passwords.   

• AI makes it easier to exploit illegally obtained information from data breaches, to re-identify 
people in published datasets, and to combine any sources of data to build detailed profiles 
of people which are more or less accurate. 

• Poorly considered prompts used in the AI model may lead to inaccurate responses from it. 
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